AvrrLIED EcoNOMICS

Method to the
Madness: A Game

Theoretical Analysis of

the USA and North
Korea’s Standoff

Marcel Jaensch — Senior Sophister

In the past year the world has been threatened with the prospect of
nuclear war, by the seemingly impulsive behavior ofthe North Korean
regime. In this paper, Marcel Jaensch opens the possibility that their
behavior is in fact rational and is a key part of their survival strategy.
Marcel uses game theory to display the value of uncertainty around
their capabilities to strike the US and its allies, showing that the US
will only attack if they can be almost certain of an inability to strike
back. This insight gives rationale to the North’s seemingly erratic be-
havior and strategy, showing that it may,from the regimes point qfview,
be optimal.

Intoduction

n the last months, the North Korean military launched numerous missile tests,

leaving the world trembling, causing a rush to safe haven assets and giving rise
to semi-humorous rhetoric by the US president. The strategy of North Korea is to
develop an Intercontinental Ballistic Missile (ICBM) that is capable both in range
and accuracy to reach a major American city. On November 28th, North Korea
claims to have successfully tested for the first time such an ICBM, which however
cannot be verified (Kong, 2017). Therefore, as the DPRK continues their missile
tests, it is instructive to use game theory to analyse the options of the North Ko-
reans and the resulting response by the United States. The US intelligence com-

munity will be fully aware of such further tests. However, the outcome of devel-
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opment is uncertain to the United States. This information asymmetry sets the
stage for a game theoretical analysis of the interactions between both players. The
paper will start by outlining the model, its assumptions and the payoffs before
representing it in diagrammatic form. The essay will the outline the equilibria of
the game and analyse their significance, before discussing limitations and possible
extensions to the model. The main insight of this paper is the absence of signalling
by North Korea, and the fact that uncertainty is key to the regime’s preservation.
This value of uncertainty to the regime indicates that their seemingly reckless and
impulsive behaviour is in fact calculated and strategic, and ultimately necessary

for its survival.

Model

This paper models an extensive game with imperfect information involving
the Democratic People’s Republic of Korea (DPRK) and the United States as
single players. The model represents a scenario in which the DPRK tests another
Intercontinental Ballistic Missile. The outcome of the test will determine whether
North Korea possess capabilities of attacking the United States mainland with
nuclear missiles. Hence, a successful test will render the DPRK an ICBM capable
type, and an unsuccessful test will make the DPRK an ICBM incapable type. The
United States will be aware of such a test and will either play the same game with
one of two probability distribution. If the US intelligence community deems the
test as a failure, then nature will choose an [CBM success with probability 0.1 and
an ICBM failure with probability 0.9. If, however, the US intelligence agencies
categorise the test as a success, nature deems the ICBM test a success with prob-
ability 0.9 and a failure with probability 0.1.

Once the appropriate game has been selected given the intelligence analysis,
nature moves first and determines the outcome of the test given the underlining
probabilities. After nature’s move, only the North Korean leadership themselves
know the exact outcome of whether the test and, thus, the development of an
ICBM was successful. The United States will only know the underlining discrete
probability distribution and will never have complete information on whether
North Korea possess ICBM capabilities. The United States will, however, form
believes on the outcomes of the tests after observing North Korea’s first move.
Once the DPRK knows which type they are, they will choose whether to an-
nounce the development of such a threating weapon as a success or publicly claim
it as a failure. After the announcement, the United States will react by either re-
treating and removing its military forces from the region, or by attacking North
Korea. Hence, either the game will end in peace given the US retreats or in war,

which might be a nuclear war leading to total annihilation. This assumption is
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made to simplify the analysis.
Assumptions

The first assumption is that the international community and the United
States will be aware of such a missile launch. This is credible as North Korea most
likely will issue a notice to airmen, known as a NOTAM. Such a warning will be
most likely used by the North Korean’s to notify the international community to
avoid risking starting a war. Even if no such warning is issued, the US military
using space-based sensors in conjunction with ground-based radar can detect a
missile launch, its type, bearing, range and lastly whether it failed or succeed-
ed. However, sometimes information is lacking, and occasionally conflicting, or
wrong, Therefore, even though the international community is aware of a launch
and can predict to a high certainty whether it was successful or not, a small error
term persists (Hanham, 2017). This error term is the basis for the second as-
sumption, the two sets of discrete probabilities. If the US intelligence community
deems a test a failure, the error term is incorporated in the game by the fact that
the ICBM test is a success with a probability of 0.1. If the test is deemed success-
ful by the intelligence agencies, there is still a probability of 0.1 that the ICBM
test was a failure.

The third assumption is that North Korea will publicly announce the out-
come of the tests, even when it failed. While this might not be reasonable, it adds
a layer of complexity that creates a model which yields an interesting equilibria.
Fourth, it is assumed that the United States can only either retreat or attack. This
simplifies the game tree by reducing the number of branches, effectively ruling
out the status quo whereby the United States takes no action.

Lastly, the payoffs, in the model also rely on a set of assumptions about the
actions and preferences of each player. However, it is assumed that the payoffs to
the DPRK do not depend on the outcome of the ICBM test only on the actions
of the United States. The DPRK would prefer the United States to retreat and
remove its forces from the region rather than being attacked. An attack by the
United States would end in a complete loss with or without ICBM capabilities. As
for the United States, it is assumed that it has two sets of preferences depending
on the outcome of the ICBM test. If the test is a success, the US would prefer to
retreat rather than attack and vice versa if the ICBM test is a failure.

Opverall, the United States would prefer to attack North Korea when it
does not possess ICBM capabilities, as it can win the war without incurring de-
struction at home. Then, the United States second most favoured outcome is to
retreat when the ICBM test was a success, as it ensures that major US cities do not

get attacked. However, the United States would prefer less to retreat when the
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ICBM test is a failure as it would have seceded without a credible threat. Lastly,
the United States would least prefer to start a nuclear war with a North Korea
that has ICBM capabilities, as this would lead to complete destruction of the US
homeland. The range of values attached to the payoffs for both parties is between
zero and five. These assumptions are represented in the table below.

Table 1: Payoffs of the United States and DPRK in respect to outcomes

Outcome USA Payoffs DPRK Payoffs
Attack when ICBM test is a 5 0
failure

Retreat when ICBM testis a 2 5
success

Retreat when ICBM testis a 1 5
failure

Attack when ICBM test is a 0 0
success

Representation

The extensive form games with incomplete information described above
are represented in the diagram below. As outlined earlier, the only difference
between the two games are the two sets of underlining probabilities at the start
of each game.

Figure 1: Extensive form games of nuclear politics between USA and DPRK
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Equilibria

The first extensive Bayesian game, in which the US intelligence reports
deem the ICBM test to have failed, yields two pure-strategy pooling equilibria.
The first Perfect Bayesian Equilibrium (PBE) states that the DPRK will announce
a successful ICBM test regardless of the actual outcome. The United States will
in turn attack in both cases. This rest on parameters that the probability with
which the USA believes the ICBM test was successful when the DPRK announces
a success (a=Prob(S|s))is equal to the prior probability that the ICBM test was
a success (0=0.1 ). It further rests on the assumption that the probability with
which the USA believes the ICBM development was successful when the DPRK
announces a failure (q=Prob(S|f)) is less than or equal to 0.67 (q[0,’/]). The
second Perfect Bayesian Equilibrium sets forth that the DPRK will announce a
failure of the test irrespective of actual outcome and the United States will re-
spond by attacking North Korea, given that q=0.1 and a[0, */;]. These sets of

PBE are summarized below,

Figure 2: Set of PBE of Game 1
PBE = {(sssF,As,dlf).a =01,q): g€ [0%” u {(fsf", AAT),a,q=01): a € [0%”

In the second extensive Bayesian game, when the US intelligence commu-
nity deems the ICBM test to be successful, there are four pure-strategy pooling
equilibria. In the set of the first two Perfect Bayesian Equilibria, the DPRK an-
nounces that the ICBM tests were successful regardless of its validity. In both
equilibria, given 0.=0.9 the United States will retreat when observing an an-
nouncement of success. However, in one equilibrium the USA will retreat even
when a failure is announced if q€[*/3,1] and in the other equilibrium the USA
will attack when failure is announced if q€[0,’/3]. If q="/3, the United States
is indifferent between retreating or attacking when failure is announced. In the
second set of the other two Perfect Bayesian Equilibria, the DPRK announces
that the ICBM tests were a failure regardless of actual events. In both equilibria,
given q=0.9 the United States will retreat when observing an announcement of
failure. However, in one equilibrium, the USA will retreat even when a success is
announced if a.€[/3,1] and in the other equilibrium the United States will attack
when success is announced if o€[0,%/3]. If =2/, the United States is indifferent
between retreating or attacking when success is announced. See the set of above
described PBE on the next page (Figure 3: Set of PBE of Game 2)
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Upsa(sSsT.RF) = q(2)+ (1—q)(1)=1+gq
Uysa(s®s™,AT) = q(0) + (1 — q)(5) = 5—5q
Uysa(s®sT,RT) = Uysa(s°sF, A7) if and only if (iff)
14+q=5-5q

bg =4

|

g=

Analysis and Extensions

The interesting fact about both games is that they yield exclusively pooling
equilibria. In these equilibria, the sender, the DPRK, who observes the outcome
of the ICBM tests chooses the same action, so that the sender’s action gives the
receiver, the United States, no information about the sender’s type. Hence, the
DPRK employs a pooling strategy to conceal whether it is an ICBM capable type
or not. Intuitively, it is advantageous for the DPRK not to signal its type to the
USA, as it would be inviting the US to attack in case it is incapable of launch-
ing nuclear ICBMs against the US mainland. Given that no signalling occurs, the
United States uses the underlining probabilities of each game to form beliefs and
best responses. As the one of underlining probabilities in each of the games is
closest to one, the model approaches an extensive game of complete information.
Hence, when it is extremely likely that the ICBM test failed, as in Game 1, the US
will want to attack North Korea, which is the case in all PBE of Game 1. On the
other hand, if it is very likely that North Korea possess ICBM capabilities, the US
is better off retreating, as is evident in most of the PBE of Game 2. Hence, given
the assumptions the predictions are realistic.

Nonetheless, the prior assumptions need to be assessed by their effect on
the games’ outcomes and how realistic they are. The first two assumptions, about
the observance of a missile launch and the error term of an intelligence analysis,
are both very much rooted in real-life scenarios as outlined above. The assump-
tion that North Korea publicly announces a missile test failure is somewhat unre-
alistic, but adds a layer of complexity to the game.

However, the insightful pooling equilibrium is reached by assuming that the
DPRK’s payoff is equivalent when they announce success or failure of the ICBM,
and only depends on the United States response. As the information transmission
is costless and the interest between the DPRK and the US are not aligned, it is

always more advantageous for North Korea to conceal their actual capabilities.
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In the game theory literature, this is referred to as ‘Cheap talk’, first outlined in
its basic form by Crawford and Sobel (1982). This type of game can be applied
to any interaction in which an informed player, who is biased, advises a decision
maker, where communication is direct, costless, non-binding and unverifiable.
The standard example is that of a lobbyist informing a politician of the state of the
industry they are representing (Munoz-Garcia and Toro-Gonzalez, 2016). Lastly,
to limit the response of the USA to two options of either attack or retreat is too
strong an assumption to make. It leaves out a third option of the US standing put,
which would represent the status quo.

To model the game closer to reality, it can be amended by two aspects. First,
the United States should be given the additional third option to stand firm, which
should represent the status quo. The payoff for the status quo will have to be equal
for both players. For the US, it has to take up a value which is greater than the
payoff from retreating when the ICBM test is a success, but less than the payoff
from attacking when the ICBM test is a failure (status quo€(2,5)). Different from
the original game, this third option would make retreating less reasonable for the
US as the payoff from staying put is always higher. Additionally, to introduce sig-
nalling in this game it must be costly for North Korea to make the false announce-
ment of a successful ICBM launch (s"). This makes the game more realistic as it
is extremely costly for the DPRK to maintain a fagade of being ICBM capable.
However, there will only be a separating equilibrium, indicative of signalling, if
the costs of lying about a successful ICBM decrease the payoff of the status quo
for North Korea equal to or below zero. This represents an equal or lower payoff
than being attacked by the United States given North Korea announced a failure
(f*), which certainly is questionable.

Overall, the one key policy implication to take away from this analysis is
that what allows the Pyongyang regime to survive is their ability to either provide
a credible threat, or at least arouse enough certainty around their capabilities as
to discourage a US attack. The more difficult North Koreas tests are to evaluate,
and more generally, the more difficult their general capabilities are to determine,
the more secure the regime is, as the US will presumably only attack when swift

victory is assured.

Conclusion

This paper presents an extensive game which shows that North Korea would
never signal to the world whether it is capable of deploying an ICBM against the
US when there are no costs for North Korea to provide proof. Hence, the model

has clear limitations as some assumptions are too strong or too far from real inter-
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national political dynamics. Altering these assumptions would give rise to further
work and hopefully further insight. However, the model does show the value of
uncertainty to the North Korean regime. The uncertainty which surrounds their
nuclear program and capabilities, and their country in general, is what allows
their regime to survive. This perhaps gives insight into why the regime under-
takes such erratic behavior, that this behavior preserves uncertainty around their
capability to inflict disaster upon the US and its allies. This indicates that there

may in fact be some strategic method behind Mr. Kim’s apparent madness.
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Appendix

Game 1: US Intelligence community observes a failed DPRK ICBM

test

* Probability ICBM development is successful: 0.1

* Probability ICBM development is unsuccessful: 0.9
Strategy Sets
The strategy sets are

Sperx = {(s°57), (s5FF), (f¥sF), (F5s7)}
Susa = {(R°RT), (R=A7), (A°RT), (4247}

Bi-Matrix
The game can be rewritten as a bi-matrix in which the numbers are weighted by
the underlining probability chosen by nature. The bi-matrix is as follows with best

responses underlined:
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RRf ReASf AsRf AsAf
s9gF 5,11 5,11 0,45 0,45
sSfFF 5,11 0547 45,09 0,45
£5sF| 5,11 | 45,08 | 05.47 | 0.45
7| 5.1 0.45 3.11 0.45

The set of pure-strategy Nash equilibria, and hence (since the game has no proper
subgames) the set of pure-strategy subgame perfect Nash equilibria, of the game
are:

SPNE = [(s%sF, 45A7), (f5fF, A°AT)}

We know that any strategy profile which is part of a PBE assessment must be a

SPNE, and so we can restrict our attention to the SPE strategy profiles found

above.

Range of beliefs that those SPNE can be part of a PBE

Let o denote the probability with which the USA believes the ICBM development

was successful when the DPRK announces a success (USA is at far left node),
0.=Prob(S|s)

Let q denote the probability with which the USA believes the ICBM development
was successful when the DPRK announces a failure (USA is a second most fur-
thest left node),

q=Prob(S|f)

First: Test SPNE=(s’s",A*A")
After observing the announcement of success (s), the USA beliefs are:

p(s]5) = p(s) 101

2(1S) * p(5) + pGIF) * p(F) - (L= 0.0 + (1+09) ~ O

@ = Prob(5|s) =

After observing the off-the-equilibrium message of failure (f), the USA beliefs

are:

_ _ p(f18) * p(8) _ 0+01 _0
a9 = Prob(SIf) = oSy o) + p(FIF) » pCF) ~ (0+00) + (0+09) 0

Hence, belief consistency requires that 0=0.1 and places no restriction on q (off-

the equilibrium beliefs). Hence, we can have any q€[0,1].
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In situations when success is announced (s), we have (using =0.1) that:
Uysa(s5sF,R7) = 0.1(2) + 0.9(1) = 1.1
Upyga(sSs®, A%) = 0.1(0) + 0.9(5) = 4.5
Upsal(s®s™, R®) < Uysa(s?sF, A7)
So, it is optimal for the USA to attack when the DPRK announces a successful

ICBM development.

When failure is announced (), we have
Upsa(s®sF,RF) = q()+ 1 —q)(1) =1+gq
Uysa(s®s™,AT) = q(0) + (1 —q)(5) = 5—5q
Upsa(55sF, RT) < Uysa(s5s¥, A7) if and only 1f (iff)
1+g=5-"5g

og =4

[FVR N ]

q=

Therefore, s . = A*Afis only sequentially rational for the USA when q€[0,?/5].

We need tOuZ?lECk that s, =s’" is sequentially rational for the DPRK in this
scenario. This is very straight forward, since s, = A*A'implies that the USA will
always attack. So, it doesn’t matter what the DPRK does (they will receive a
payoff of 0 irrespectively), making all strategies sequentially rational including

SDPRK:SSSF.
2
PBE = {(sssF,ABAf}, a=0.1,q)withqg € {UJ 5] }
Second: Test SPNE=(’f", A*A")
Belief consistency places no restrictions on o (off-the equilibrium beliefs-

so we can have any at€[0,1]) and requires that q=0.1.

In situations when failure is announced (f), we have (using q=0.1) that

Uysa(F5FF,RF) = 0.1(2) + 0.9(1) = 1.1
Uysa(f5fF,AT) = 0.1(0) + 0.9(5) = 4.5

UUS‘A(foFJ R’f} < Uusa(fsf'a-qu}
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So, it is optimal for the USA to attack when the DPRK announces an unsuc-
cessful ICBM development (f).

When success is announced (s), we have
Upsa(FEfFER) =a(2)+(1—a)(1)=1+a
Uysa(f*fF,4%) = a(0) + (1 —a)(5) =5—5a
UysalffF, A%) < Uysa(F°fF, R%) iff

S5—-5a=1l+a

a=

W ed

Therefore, s, = A’A'is only sequentially rational for the USA when a.€[0,’/5].
We need to check that s_{DPRK} =\ {*S{"F is sequentially rational for the DPRK
in this scenario. This is very straight forward, since s_{USA}=\ A”"sA”f implies
that the USA will always attack. So, it doesn’t matter what the DPRK does (they
will receive a payoff of 0 irrespectively), making all strategies sequentially rational
=s'",

including SHPRK

PBE — {(foFJ AAT),a,q=01) witha € [U,%H

To summarize, the set of PBE is:
PBE = {(sssF.Asﬁlf}.a =01qg): q€ [0.%” ] {(fsfp, LA a,q=01): a € [0.%”

Game 2: US Intelligence community observes a successful DPRK
ICBM test

*  Probability ICBM development is successful: 0.9
*  Probability ICBM development is unsuccessful: 0.1

Strategy Sets

The strategy sets are the same as above.

Bi-matrix
The new game can be rewritten as a bi-matrix in which the numbers are weight—
ed by the changed underlining probability chosen by nature. The bi-matrix is as

follows with best responses underlined:
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R°Rf ReASf ASRF AsAF
s5sF 5,18 5,19 0,05 0,03
sSfF 5,19 45,23 05,01 0,05
fisF 5,19 05,01 45,23 0,05
firf | 3.18 0,05 5.189 0.05

The set of pure-strategy Nash equilibria, and hence (since the game has no proper
subgames) the set of pure-strategy subgame perfect Nash equilibria, of the game

SPNE = {(s5sF,R*RY), (s°s7,R°AT), (fSfF,R°RT), (f 5, A°RT)}

We know that any strategy profile which is part of a PBE assessment must be a
SPNE, and so we can restrict our attention to the SPE strategy profiles found
above.

Range of believes that those SPNE can be part of a PBE

The notation of the believes of the USA and their meaning are identical to the
prior game.

First: Test SPNE=(s’s", R°R")

Belief consistency requires that 2=0.9 and places no restriction on q (off-the
equilibrium beliefs). So, we can have any q€[0,1].

In situations when success is announced (s), we have (using 00.=0.9) that

Uysa(sSsF,R¥) = 0.9(2) + 0.1{1) = 1.9
Uysa(s®sF, 45) = 0.9(0) + 0.1(5) = 0.5
Upysa(s®s®, A%) < Uyga(s¥sF,R¥)

So, it is optimal for the USA to retreat when the DPRK announces a successful
ICBM test.
When failure is announced (f), we have

Upsa(s5sF,RT) =q(2)+ (1 -q)(1)=1+gq
Upsa(sSs¥,47) = q(0) + (1 —q)(5) =5—5q

UUSA(SSSF,AJ‘) = UUSA(SSSF,RI} iff
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5—-5g=1+g
52
=3
Therefore, s ., = R'R"is only sequentially rational for the USA when q€[*/3, 1].

We need to check that s
this scenario. This is very straight forward, since s = R'R'implies that the USA

beric—S's" is sequentially rational for the DPRK in
will always retreat so it doesn’t matter what the DPRK does (they will receive
a payoft of 5 irrespectively), making all strategies sequentially rational including
s°s.

SppRK

PBE = {(sssF,R’Rf ),a=109,q)withq € E 1] }

Second: Test SPNE=(s’s", R°A)

Belief consistency requires that 0.=0.9 and places no restriction on q (off-the
equilibrium beliefs); so we can have any q€[0,1].

In situations when success is announced (s), we have (using =0.9) proven above

that
Uysa(s®sF, 4%) < Uysga(s°s¥,R7)

So it is optimal for the USA to retreat when the DPRK announces a successful
ICBM development.
When failure is announced (f), we have

Upsa(s5sF,RT) = Uysa(sSsF, AF) iff

1+g=5-5q

q=

(SR o8]

Therefore, s, = R*A'is only sequentially rational for the USA when q€[0,7/5].
We need to check that s, =s’s" is sequentially rational for the DPRK in this
scenario. This is very straight forward, since s, =s’s" yields DPRK the highest
utility with respect to s, = RA(U_ =5)

UDPRK(SSSFJ RSAJF) = UDPRK(SSSFF, REAI}
This makes s, =s’s" sequentially rational for DPRK.

2
PEBE = {(SS.S'FJ R*Af}, a=09gq)withg [0, E] }

Third: Test SPNE=(f*f*,R°R")

Belief consistency places no restrictions on o (off-the equilibrium beliefs- so we
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can have any a.€[0,1]) and requires that q=0.9.

In situations when failure is announced (f), we have (using q=0.9) that

Uysa(FSfF,RF) =0.9(2) + 0.1(1) = 1.9
Uysa(F5FF, A7) =09(0) +0.1(5) = 0.5

Uysa(FFF A7) < Uysa(FFF, RT)

So, it is optimal for the USA to retreat when the DPRK announces an unsuccess-
ful ICBM test (f).

When success is announced (s), we have
Upsa(FEFE R ) =a(2)+(1—a)l)=1+a
Uysa(ffF,A%) =a(0) + (1 - a)(5) =5 Sa
Upsa(FSfF, A%) < Uysa(f5fF,R%) off

5—5ha=1+a

az=

e

Therefore, s = R*R! is only sequentially rational for the USA when o[/, 1].
We need to check that SDPRK:foF is sequentially rational for the DPRK in this
scenario. This is very straight forward, since s, = R'R'implies that the USA will
always retreat so it doesn’t matter what the DPRK does (they will receive a payoff
of 5 irrespectively), making all strategies sequentially rational includings |, =ff".

PBE = {(foF,RSRf}, a,q=09)witha € E 1] }

Fourth:Test SPNE=(f’f", A*R")
Belief consistency places no restrictions on o (off-the equilibrium beliefs- so we
can have any a.€[0,1]) and requires that q=0.9.
In situations when failure is announced (f), we have (using q=0.9) proven above
that

Uysal(fSfF,AT) < Uysa(FSFF, RT)
So, it is optimal for the USA to retreat when the DPRK announces an unsuccess-
ful ICBM test (f).

When success is announced (s), we have using the results obtained in step three

Uysa(F5fF,R%) = Uysa(F5fFF, A%) off

l1+a=5-—"5a
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L2
=3

Therefore, s = ARis only sequentially rational for the USA when a.g[0,%/5].
We need to check that SDPRK:foF is sequentially rational for the DPRK in this
=f5f* yields DPRK the highest

scenario. This is very straight forward, since s
. . — Al —
utility with respect to s ., = AR'(U . =5).

DPRK

DPRK
Upprie(f*FF ARY) > Upppie (FFF', A°RT)

This makes s =ffF sequentially rational for DPRK.

DPRK

2
PBE = {(foFJ A°R7),a,q = 0.9) witha € [nj 5”
To summarize, the set of PBE is:
2
PBE = {(sst,RSRf},a =09,q): g€ %.1] } U

{(SSSF,RsAf}.C! =09,4q): g€ [0%] } u
[(r577.R°RT), 0, =09): a € [3,1]} U

{(foF.Asaf), a,q=09): a€ [02”
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